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Abstract

The Domain Name System (DN&hd its protocd areone of the fundamental
building blocksof the Internet infrastructurd&cach machine on the Internet is reached
via its Internet Protocol (IP) address, but this numerical address is unreadable for human
uses. Domain names were invented to help a huneadable identification of Internet
resourcesHowever, nowadays there is substantial speculative market to register
appealing new domain namestorobtaineay-to-remember domain names tledpire.

The ease of registration is also inviting miscreants to abuse the system. Because the
price of registering a domain is extremméw and domain registrars loosely regulated,
miscreants can register domain names in bulk. Experts suspect that most of the new
domain names are malicious, but no evidence supports this claim.

It has been 10 years sindeternet Corporationfor Assigned Names and
Numbers (ICANN)announced the introduction of new generic Top Level Dosnain
(gTLD) biz andinfo besides the already existing com Tiath the intention to broaden
consumer choice and make opportunities for entities that have been shut outander t
name structurexisting at that timeln 2011 ten years latethe question is ibiz gTLD
has evolved into the role intended or whether it has merely induced defensive
registrations by existing trademark holders who already had equivalerdaroains.

Our research aims at summarizihg existingliteraturein a general framework
and also extendg these paperbeyond their scope. We aretérested in the generic
categorization of domain registrations not neglecting the potential for abuse.
We aim atunderstanding the essence of current domain registration practices. We will
develop the methodology and design solutions to categorize domain name registrations
for various purposedhe goal is to answer the above questions about the introduction

of new gr'LDs and thepurposeof domain name registrations



1 Introduction

Each machiner interface can be reached by another machine or intesfattee
Internet via itsIP (Internet ProtocgladdressHowever,IPv4 numerical ddresses are
hard to read and hard temembeifor humansandthe problem becomes worsath
IPv6 addresseomainnames were created pyovidea meaningful translation of IP
addresses for theuman users of the Internapplicationsand to enable the change of IP
addresses without changinipe reference point to the machinBomain names
constitute the basis of web browsing and email, the most important applications on the
Internet This makes it possibl® change the location of the Internet resource without
changng the domain name.

In 1983 when Jon Postel and Paul Mockagetnvented the DNSRader,
2001) probably didndét think of how much the
changdrom the original intentNowadays evebenignactoss carefully considers which
domainto choosdrom business aspedbecausét is very important tachoosean easy
to-memorizedomain name tit also sounds good to help popularizing the product or
service, the main purpose of the registratidot all domain registrations happerith
good intention @ make aname or brand available via the InternetSpeculative
registrationstypically happenwith the intention of sellinglomain namesor profit or
monetizingcollateralweb traffic of popular websitesParked domainsan be used to
make profitfrom acédental traffic using advertising In a more questionable forwf
typosquatting orcybersquattingraffic is often redirectedo concurrent brandgpages
The ease of registratiois also inviting miscreants to abuse the system. Because the
price of registring a domain is extremely low and domain registrars loosely regulated,
miscreants can register domain names in spgmmers neeldrgenumber of domains
to avoid domain bladisting, when aset ofdomain name getblacKisted, they simply
jump to the ext setand usethis new set for their malicious campaigi®mains are
used for phishing awell. In phishing, legitimatelyjooking websites are used to lure
victims into giving out their personal data to the cyber crimirfakpertssuspecthat
most ofthe newly registereddomain names are malicious, but no evidence supports this

claim. Fromcomdomainsten thousandsef domains are registered and deleted dé&ily.



this thesis,we want todistinguishactive domains fronmactiveand maliciousilomains
from benignones

In 2001, ICANN (Internet Corporation for Assigned Names and Numbers)
announced the introduction of new lgJs (generic Top Level Domain) biz arnifo
with the intention to broaden consumer choice @ndpen doofor entities thatlid not
haw the chance to sewutheir brand domain name f@om The biz gTLD, in
particular, has been intendeds an alternativeption to the popular com toefevel
domain.In 2011 tenyears later the question ishiz gTLD has evolved into the role
envisionedoy ICANN and became a viable alternative to com giving trademark holders
who are unable to register a com naare attractivesubstituteor whether it has merely
induced defensive registrations by existing trademark holders who already had
equivalent com dmains? The question hadecome even more actual nowhen
ICANN is being sued for the new gTLkxx andwhenICANN plansto introduce a
more open system where d@wogly can have theiown gTLD if willing to pay the
substantial entrprice. We want toasses the questionof biz to perceiveaf introducing
new gTLDsgoing toincrease consumedy€hoiceor just force trademark holders to
register defensively and give maypportunitiefo speculators and criminals.

In Chapter2, | will give anintroduction on the DNS systerBrief history of
DNS will tell us why it was importartb start using domain names and to make a global
directory of domain names callddomain Name SystemAfter a summary on DNS
history, Section2.1.2will give us a insightto how DNS works.The introduction to
DNS is completedby anoverview o domain namesin the following section, | will
provide a detailed discussion of domain speculation methods and malicious domain
registrations] will presentexample for both malicious and speculative registrations
with some real lifecases

In Chapter3, | will discussrelatedwork focusing on theourcesmethoalogies
and resultsmost fitting to benefit us in our casestudies.For eachcasestudy, the
motivation will beconsideredirst, thenthe source they used, and halid they useit.
Finally, the results will beleliberated

Chapter4 introduces a framework designed to be ifdds, modular and robust
in a way of letting mass data analydis be performed First the problem of
categorization wil be discussed more thoroughljheh the system desigwill be

introducedwith the intended purposendthenthe methodologyised for he research.



Also in Chapter4, | will discuss my data sources that includbetign, malicious, and
averagedlomain nameassed for categorizing.

Chapter5 presentghe study ornthe usage of com donms. Herewe shall go
throughthe design and evaluation phageshow you the tools we use@hapter6 will
give some more details on ICANN and gTLDs, shavyou the analysis and
consequentesults. Finally, in Chapter7, | will summarize my results and present
potential improvements on how the results could be improvedl also sketch the

road towards an integrated toolbox to fully categorize new domain registrations.
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2 Background

2.1 DNS

2.1.1Brief Hi story of DNS

Next, we present a concise summary of the history of DNS. This summary is
largely based oifiOne history of DN8 by Ross RadefRader, 2001)and | also used
Wikipedia article on DNS(Wikipedia: Domain Name System, 2011)

The Domain Name Syste (DNS) is one of the fundamental protocols of the
Internet infrastructure As it provides a fundamental service, it is important to
understand how it evolved from its inception until todbilystory of DNS will be
observedocusing onthe significance ogiving host names to machines and magka
global directory structure, focusing tre expansion dhedomain naméierarchy

In 1967 when Doug Engelbart created the ARRET NIC (Network
Information Center)DNS did notexistyet. At that time the networwas so small that
users and servers knew how to get around from service to service and interact with each
other, so a global directory service was not needed.

As the network grew in size it became clear teath a service would be
important. Nevertheles, it did nothappen yet, in 1971 Peggy
mnemoni cs 0, Intemet namnesm RFG 226, she createdthe concept ofa
lookup table that mapped all of the network resources. It was called HOSTS.TXT and
contained all hostnames arieeir IP addressedVhenever a new machine was added to
the network the operator had to setd appropriate informatioto SRI Stanford
Research Institujewhere it was added to the next release of the HOSTS.TXT, which
was stored on a global ftp server.

However,the networkexpandedurtherand the size of HOSTS.TXT grew in a
direct relationshigreatinga scalability problemmnwhen HOSTS.TXT got wbig. There
was a problentoo whenoperatorsdid notupdatetheir HOSTS.TXT files on a regular
basis and ths led to name collisionsThe rapid growth of the network m@ a centrally
maintained, hammafted HOSTS.TXT file unsustainable; it became necessary to
implement a more scalable system capable of automatically disseminating the requisite
information. At the request of Jon Postel, in 1983 Paul Mockapetviented the DNS
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and wrote the first implementatioRFC 920 is important fous; it hasoutlined the
initial top-level domain names that would be added to the DNS when it mai$y f
deployed. This inclued com, net, org, edu, gov, mil aatha. The documentasalso
outlines plans for the creation of countmelated TLDs using the two letter 1ISO
(International Organizatiofor Standardizationcodes (becoming;a, us, ukhu, etc).
Finally, in March of1985 the first domain names were registered.

In November 1988, another TLD was introduced, Titis TLD was introduced
in response to NATO's request for a domain n#maeadequately reflected its character
as an international organization.

By the timeARPANET retired in 1990the network of networks had grown to
include over 100,000 coreded host computerdJntil 1995, academic policy on the
namespace allowed anyorfeavingaccess to a name server to register a domain name
with the NSI InterNICi for free. Needless to say, as the perceived value of being online
increased, so did the perceived value of Internet Domain Names. Thus, warehousing
and speculation was born.vitas notunusual for a speculator to register hundreds, or
even thousands of domain nesnsimply based on the potential that someone might
want to purchase the domain name from them in the future. After all, the names were
free to the firsitomer to register, why not grab as many as you could on the off chance
you could make a fewucks.Time passed by and registering domaiitsnotstay free,
but wntil now speculativelomain registratiomemaineda profitableendeavar

In 2001 ICANN (Internet Corporation for Assigned Names and Numbers)
announced the introduction of new gTLDs (generic TogeL®omain)aero, biz coop,
info, museum, namendpro with the intention to broaden consumer choice and make
opportunities for entities that have been shut out under the name structure extsing at
time.

In 2011, ten years laterlICANN introduced a aw toplevel domainxxx, and
decided on introducing aew open architecture of domain registrations. In the new
system anyone can setup a registryanew TLD for aprice of 185000 dollarsplus
technical setup for 10000 dollars and upkeep could be #rew 100000 dollars per
year(Pepitone, 2011)

2.1.2DNS Structure

12



Writing aboutthe DNS Structure | relied on Computer Networking by Kurose
and RosgKurose & Ross, 2009)

DNS uses a large number of servers, organized lmegarchical fashion and
distributed around the worldn order to be scalable and robuBhis means theris not
a single DNS servethat would know all the mappings for all of the hosts in the
Internet.We canidentify three classes of DNS serversot DNS servers TLD DNS
servers andauthoritative DNS servers They are organized in a hierarchy, shown in

Figure2-1.

Roct DNS servers

com DNS servers org DNS servers edu DNS servers
l ] [
yahoo.com amazon.com pbs.org poly.edu umass.edu
DNS servers DNS servers DNS servers DNS servers DNS servers

Figure 2-1, hierarchy of DNS serverqdKurose & Ross, 2009)

Roa DNS servers are used for findiagthoritative name serverssponsible for
TLD zones. There are 13 Root DNS servers on the Internet (labeled A through M)
does notmean there arenly 13 serversphysicaly; each operator uses redundant
computer equipment to provide reliable serviceneWdailure of hardware or software
occus. Nine of theseservers operate oseveral differengeographical locationsising
anycast addressir(@Vikipedia: Root name server, 2011)

TLD DNS serversare responsible for both generic 4@wel domains suchsa
com, net, biz; and countigode toplevel domains such as hu, uk, de, ru, and so on.
Everyone with publicly accessible hosts (such as Web servers and mail servers) on the
Internetmust provide publicly accessibleNS records that maghe names of those
hosts to IP addresses

Authoritative DNS servers are housing these DNS rec&dsry DNS zone
must be assigned a set of authoritative name servers that are installed in NS records in

the parent zone.
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Root DNS server

Authoritative DNS server
z dns.bme.hu

Authoritative DNS server
dns.hit.bme.hu

Authoritative DNS server
dns.crysys.hitbme.hu

Figure 2-2 DNS query example

For a quick exampl e, |l et s see what
the IP address of cryshit.ome.hu.In our case,we suppose thabme.hu has an
authoritative name server called dns.bme.hit.bome.hu has an authoriis name
servercalled dns.hit.bme.hand for crysys.hit.bme.huthere is another authoritative
name server called dns.crysysbme.hu. Every host is configured to know the IP
addresses of the root DNS servers (or at least to know the IP address af ®N&c
server which knows the addresses of the root DNS servers). As shavigure2-2 our
host first sends a DNS query message to a root DNS serverrobih DNS server
detectingthe hu suffix in the queryreturns a list of P addresseof TLD servers
responsible for hu TLDThe host will send a DNS query to one of these TLD servers,
which will answer with the IP address of dns.bme.hu. In the next step our host queries
dns.bme.hu, whiclill answer with the IP address of dnslme.hu.Thenwe get the
IP address of dns.crysys.hit.bme.hu in the same avadour last DNS query will go to
dns.crysys.hit.bme.hu which will sends us the IP address of crysys.hit.ome.hu

14



2.1.3Domain Names

Domain names arne humarmemoizable repesentabn of Internet resources.
This abstraction makes possible to move any resource to a different physical location in
the address topology of the networ®&enerally,a domain name represents an IP
resource, such as a server hosting a website, or the witbsiteDomain names also
used to identify ownership or control of a resouriee in SIP (Session Initiation
Protocol) or in emailingWikipedia: Domain name, 2011)

The firstcommerciadomain namgwereregistered on the Marabf 1985, some
claim the ‘ery firstcom domain was symbolic.corand otherglaim think.com(Rader,
2001) By 1992, fewer than 15,00@om domains had been registerdd December
2009, there were 192 million domain nam@#/ikipedia: Domain name, 2011Yhe
largestfraction of themis the com domain nowadays containingearly 98 million
domain name@HosterStats.com)

Domain names consist /0 or more parts delimited by dotsee our example:
crysys.hit.ome.huThe rightmost part is called théop-level domain name in our
examplethe huis thetop-level domain.The hierarchy of domains descends from the
right to the left label in the name; each label to the left specifies a subdivision, or
subdomain of the domain to the righA hostnameis a domain name that has at least
one assdated IP addressn our examplecrysys.hit.ome.hu is a host name while hu is
not if there is no IP address associated tBatow the toplevel domains in the domain
name hierarchy are thesecondlevel domain (SLD) names which is bme in

crysys.hit.omédu.
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Domain Name Space

|
N5 BR {"r=zource raoond™)

nzpss the namessrver
autheritztive for }:‘:’ ___ resource records
dalegzted subzons m— | asseciated with name
P
T~ ™ __ zoneof autherity,
. Ii. —  managed by 3 name server
When 2 system administrator —— J“' b -

wants to let znother admindstrator
mEnzEs 3 part of 2 sone, the dirst
zdministrator's nemeserver delezates zee also: REC 1034 42:

f;aﬁ?me to anather How the database iz divided inte zones.

Figure 2-3 Domain Name Spacd€Wikipedia: Domain name, 2011)

There are two kid of TLDs generic TLDs (gTLD) and country-code TLDs
(ccTLD). The gTLDs are: com, net, org, edu, gov, mil, arpa,aeto, bk, coop, info,
museum, namegro and from now on xxx. As mentioned earllee ccTLDs are using
the two letter ISO codes of the countries as hu, de, us, uk and so on.

Interesting data on domain names are that from being free to register a domain,
the valueof some domainkas rocketeduite high. Some of the most expensive domain
sales on recor{Wikipedia: Domain name, 201 &ye

1. Insure.com 2009 $16 million
Sex.com $14 million in October 2010
Fund.com 2008 A9.99 million
Porn.com 2007 $9.5 million
Fb.com $8 million in November 2010
Business.com $7.5 million in December 1999
Diamond.com 2006 $7.5 million
Beer.com 2004 $7 million

© N o g A~ WD
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9. Israel.com 2008 $5.88 million
10. Casino.com 2003 $5.5 million

2.2 Usage of domain names

The categories adpeculative ananaliciousdoman registrations are not disjoint
sets. Foexample cybersquatting anty/posquatting are illegal by law.o&ording to the
United States federal law known as the Anticybersquatting Consumer Protection Act,
cybersquattingis registering, trafficking in, or sing a domain name with bad faith
intent to profit from the goodwill of a trademark belonging to someone else

Domain speculationis the registration of a domain name with the intention of
reselling it for a profit at a later date or generating ad revéone typein navigation
traffic. In Section2.2.1we discusgheregistration/usage types that satisfy tleéirdtion
of domain speculationyith a particular attentioto maliciousdomain registrationdf
the maliciousregidration/usage is not speculative by the above definaioove, it will
be discussed inSection2.2.2 Personal notewhen speculative domain registrations
receive unintended traffic originating from type navigation, it is &vays a traffic

taken from the rightful target, making these kinds of registrations malicious.
2.2.1Speculative registration of domain names

2.2.1.1Cybersquatting

The practiceof registrants making profit from registeringdomain names
matchingthe name of anoth@ompany, productor trademarks called cybersquatting.

The term is derived from "squatting”, which is the act of occupying an abandoned or
unoccupied space or building that the squatter does not own, rent or otherwise have
permission to us€Wikipedia: Cybesquatting, 2011)

Moore and Edelman discussedin their paper on yposquattng (Moore &
Edelman, 2010)many strategies thatcybersquattersuse to profit from their
registrations After grabbing particularly valuable domains, some squatters sought small
ran®m from the organizationdesiringthose domainsCoercing original trademark
holders to pay the ransoqime cybersquatters would redirect traffic to competition or to
compromising pagesnaking the blackmailed organization look bad. They would even
put danaging content on the squatted domdm.one notorious case, a squatter

redirected thousands of expired domains to adult websites, making it all the less
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palatable to leave the domains with the squatter, and all the more tempting to pay to get
the domainsback. Other squatters redirect the domain ttee competition of the
cybersquatted victim. In thesasesthe squatter could profit directly if haperated the
landing page, or indirectlihrough marketing commissions paig the destination site.
Finally, a growing share of squatters fal profits through advertisingypically,
showing payperclick ads through the web's top ad netwotksng visitors of the
original trademark as the target group

A good example of cybersquatting was when Heelys shoesalready popular
in the U.S.A.andit was about to enter thentouchedmarket in Hungary. Twdocal
firms werecompeting for theexclusiveright to distribute it in Hungary. One of them
registeredthe heelys.hu domain, but the othene obtainedhe righ for distributing
Heelys shoes in Hungargxclusively.The owner of theheelys.hudomaindid notgive
it up, butasked a high price for the domairhe other onelid notwant to payAfter a
while, the domain ownestarted distributing repliceof the orginal Heelysshoes and

redirected kBelys.hu domainisitorsto his own replica shoes sellingite.

2.2.1.2Typosquatting

The article ofMoore and Edéman on Typosquattingwas usd for this part
(Moore & Edelman, 2010)Typosquattingis a special form of cybersgtting when
squatters intentionally registemisspelled name variationef popular websites
anticipatingthat userswill often mistype those domains amdll reachthe squatteré
sites.Besidestyping errorsandcommon misspelling, differently phased damaames
or using different TLDcan alsobe toot of typosquatters talivert traffic from the
original site. Monetizing typosquattingan be donemany cunningways just as the
more general cybersquattinghe most populatechniquesare:advertisingwith pay-per
click ads, linking or redirectingp competition, and defensive registrations.

We can see numerous exampbésyposquattingsome discussed owikipedia
(Wikipedia: Typosquatting, 2011)Many companies haveeputationfor ruthlessly
chasing downyposquatted names, including Verizon, Lufthansa, and Lego. Lego, for
example, has spent roughly $500,000 USD on taking 309 cases to (IDWBrm
DomainName DisputeResolution Policy. Celebrities from singers to star athletes
have also frequentlpattled and protectedheir domain names. Prominent examples

include basketball player Dirk Nowzki's UDRP of DirkSwish.comand actres€va
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Longoria's UDRP of EvalLongoria.ard\ complainant in a UDRP proceeding must
establish three elements to succeed:
1 The doma& name is identical or confusingly similar to a trademark or
service mark in which the complainant has rights;
1 the registrant does not have any rights or legitimate interests in the
domain name; and
1 the registranthasregistered the domain name and isngsit in "bad
faith."

2.2.1.3Domain name front running

Domain name front running as described @yull, White, Yen, Monrose, &
Reiter(Coull, White, Yen, Monrose, & Reiter, 2018) the practice whereby a domain
name registrar uses insider information to regidtemnains for the purpose of-selling
them or earning revenue via ads placed on the domain's landindgByaggistering the
domains, the registrar locks out other potential registrars from selling the domain to a
customer. The registrar typically takadvantage of the-8ay "domain tasting" trial
period, where the domain can be locked without paymientlanuary 2008 it was
reported that Network Solutions uses data collected from theirbasbd WHOIS
search to register every domain that users checlavailability (Wikipedia: Domain

name front running, 2011)

2.2.1.4Domain tasting

Baseal on the article Understanding Domain Registration Abi€esill, White,
Yen, Monrose, & Reiter, 2010omain tasting means that registrar is allowed to
delete a domain withi five days of the initial registration at no coahd it is also
known as the add grace period. This policy can be easily abused by registrars and
registrants alike in order to gain information about the value of a domain via traffic

statistics taken durg the grace period.

2.2.1.5Domain parking

A parked domain is one which is not in active use by the registrant, and which
does not represent a name or brand used by the regiStaaikeéd domains are typically
held with the intention of selling them at a profihdmonetizing accidental Web traffic

with advertising(Halvorson, et al., 2012)
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One vay to monetize welraffic is to have payper click ads on the website.
Payper click ad is a form of advertisement where the advertisbr pays when
someone click on the advertisement and goes to his padds is a good business
model for both advertisers and domain parkers, because advertiser pays only for the
traffic really hitting his page, and domain parkers gets money from trafficdideyot
initiate with investment Usually links, shown ora parked domainchangebasedon
how much his theygetfrom theactualdomain

Domain names have to be reregistered from time to tim@.domain is not
reregisteredn due time it can be registered by anyone else.iRegys can get hold of
expired domaig and gain huge tfeic, because traffic going towards a domaiii not
stop immediately. Inbound links will point to the domaintil website operators and

search engines start to remove these I{Mi&ipedia: Doméan parking, 2011)

2.2.1.6Defensive registrations

In the paper,we wrote on biz TLD(Halvorson, et al., 2012)ve described
defensive registrationThe purpose of a defensive registration is to prevent another
party from either misrepresenting itself as the regngtor from simply capturing traffic
(intended for the registrant) for advertising purposes. A defensively registered domain is
not used, ¢her internally or externally to identify products, services, or network
infrastructure. The difference betweerdefensive registration and cybersquatting or
typosquattingregistering misspellings of popular brapd$, the registrant islso the
owner of the brand name or trademark, the registration is defeiidiveregistrant is a
third party with no legitimee claim to the name, the registration is cybersquating

typosquatting.
2.2.2Malicious registration of domain names

2.2.2.1Spam

By spam,we do not mean the cannegrecookedpork meat, butthe useof
electronic messaging systents send unsolicited bulk messages isadminately
Spamming stays economicalliable becausef the low operational cost afecauset
is difficult to hold spammers accountable for mass mail{gikipedia: Spam
(electronic), 2011)
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Spamming is a serious probleaccording tcassessment88-90% of all email
is spam(MAAWG: Email Metrics Program, 2011The price of sending out trillions of
e-mails needs an infrastructure that is maintained by the internet service probiders;
eventuallythe end users pay the price of spam.

Spamming is ugd for various purposesmass, unsolicitedadvertisement,
phishing, and malware distributiomdependently othe purposespammersisually put
a link in the email for the recipient to click atalbe directed to a webpagéhis is the
point where domainglay acrucial role Due to the improvement in spam defense,
notably blacklisting of resources, spammers need to registeydomains to maintain

their operation.

2.2.2.2Phishing

Phishingtargetsthe weakest chain ifinancial transactionsthe human users.
Searity is not usermroof; security systemsissumeappropriate behavior of the user.
The intention of phishing is to <ankal us
password, credit card number, pin cade This kind of data has a great value on the
black marketand phishers usually pass it on to sleecalledi ¢ a s hwhewillsmake
moneyfrom the stolerdata.

One way of phishing jsvhenmiscreantsnaintaina webpage mimicking real
bank ore-banksite this activity is called website forgery. &pmersdirect people to
the forged website by sending out sparmails to the target group.Customerscan
easily be fooled to believethat the email is coming from the bank Composhg and
formatting the message look official, spoofing senders-mail adiress (changing it to
it@mybank.com), and manipulating the link to the forged website so it looks like a link
to the original website <@ href =0hhetr gsi &t ghic® mc
http://www.ithelp.mybank.com<a)J.

Good exampldy Wikipedia (Wikipedia: Phishing, 201) of tricking users into
giving out their personal data is arperiment made idune 2004500 cadets of West
Point Academy was sent fakarails, and 80% of the students gave out some personal
information. Social engineering techniques such as phistuogld be quite dangerous
and caronly be avoided only bgducating antraining the human participants.

Phishers need to registerany domains not just for the spamming they make,
but also for the forged websiteshd purpose of mass registering domaimesis same

as in spammingo avoid blacksting.
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2.2.2.3Spamming and Malware distribution throughbotnets

Cybercriminalshavesoftware and infrastructure to control millions of machines
on the InternetComputersinfected by these kirgdof viruses are called mabies, the
networks of zombie machines are called botrestsl the ugkeepersof these botnets are
called the herderdart of botnets, even millions of zombie machines can be hired for
spamming, spreading malware or makidigtributedDenial of Service[PDoS) attacks
As Figure2-4 showsfive botnets are responsible for 74% of spam.

Botnets have a high value and herders make various steps to protect their herd of
zombies. Onesuchtechnique iswhenthe IP address related to a dmmis constantly
changing; it iscalled IP-fluxing or fastfluxing. With this technique,hundreds or
thousands of IP addresses are associated with a domain name. Domain flux is
effectively the inverse of IP flux and refers to constant changing and aibocaif
mul tiple FQDNOG6s t(Ollmann, 2009 Subsequehtipotnetdodners s s
need a great number of domain names to avoid disgawer countemeasurements

Spam by Spambot Type: Jan-Jun 2010

Donbot Other
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Bobax
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43.0%
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8.0% Mega-D
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Figure 2-4 Botnets responsible forspam(M86security.com: Security Labs Report, January-June
2010 Recap, 2010)
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3 Related Work

3.1 Understanding domain registration abuses

First related work we discuss ihe paper callediUnderstandingdomain
registration abuségCoull, White, Yen, Monrose, &eiter, 2010)

Many users assuntlbat typing intuitive keywords based domain names into the
address bar of the browser will direct them to the desired paig habit(called type
in navigation) made many domain namesquite valuable.It has bred domain
speculations described in secti@®2.1 Though speculation is technically allowed by
ICANN rules, it has led to any abusive behaviorslhis papereviewsdomain rame
speculation, domain tastimgnd domain front running.

Data ollected byGoqgle via its Insights for Sear@nd Trends servicas used
to find hot topics These servicesate andrank the top searches made by users over a
given time frame, and provide up to ten related searches for Elaetpaperwriters
assumehe searches users make on Google about an event or topic are closely related to
the domain names they would navigate to using-tgpeavigation.In this paper, the
authorsuse this data to make regular expressions for finding relationships between new
doman registrations and hot topicsgtablishedby Google service).

They found 15954lomainsin 113 topics verified to be directly related to the
topic at hand.Their researchhas also showrthat speculatorglearly prefersome
registrardo others.Theydeteminedthat 76% of distinchewregistrations a the result
of domain tasting66% of speculated domains were registered only for the domain
tastingfive day grace period. For domain framinning,their analysis shosthat none
of the observed registrars associated with a statistically significant increase in the

registration rate of queried domains.

3.2 Measuring the perpetrators and funders oftyposquatting

Moore and Edelman wrote a very interestpaperon TyposquattingMoore &
Edelman, 2010yvhich wediscuss in this section.

The aim of this paper is to fintgposquatting domains targeting popular website
addresses and find the waphow squatters gain revenue from these domains.

Typosquatting means intentionally registering misggellariationof popular websites
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i n anticipation that users mi s {mprpeaetaitlshose
in Section2.2.1.2.

DameradlLevenshtein distance: the minimum number of insertions, deletions,
substitutions or transpagins required to transform one string into another-fiRger
distancas: the minimum number of insertions, deletions, substitutions or transpositions
using letters adjacent on a QWERTY keyboard to transform one string into another.

The popular domainar e chosen f r oRiomAHe enesapopularr a n K i
6000 domains3264areat leasftfive characters longom domainsand thesevere used
for the study. In the next stefyposquatting domains were generated from the chosen
3264 domains using Dameraevenshtein and fdinger distance up tdwo. They
found 1.910738 candidate typofom the 81 million registeredom domainsat that
time. With false positive estimates from manual chetksy appraisedhe number of
comtypo domains targetintpe populasites equalgpproximately 93®00domains

After crawling more then250 000 of these 93®00 typodomains,they found
that 80% are supported by ppgr click ads often advertising the correctly spelled
domain and its competitiodnother 20% include statredirection to other site3hey
found that typosquatting is highly concentrated: Of typo domains showing Google ads,
63% use one dfive advertising IDs, and some large name servers host typosquatting
domains as much as four times as often as the svalwdnole.

AWe suspect typosquatting will continue so long as advertisers and ad networks
continue to fuel and fund these practices. But let no one suggest identifying typo
domains is impossible: The overwhelming majority of typos are easy to recognize, by
hand or using straightforward automation. At the same time, with typo domains highly
concentrated at a few large domainers and ad platforms, intermediaries could
significantly discourage the registration and use of typo domains if they were so

inclinedo

3.3PhishDef: URL Names Say It All

Faloutsos, Markopoulou, & Leintroduce a system in thepaper(Faloutsos,
Markopoulou, & Le, 2011pn finding URLs used for phishing

Phishing is when cyber criminals try to steal personal user information by
mimicking webges or sending fake-mails For moredetails,see Section2.2.2.2 In

ther papertheauthorsconstruct a Phishing URdetector using lexical properties.
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They use may sourcessuch as PhishTank, MalwarePatrol, Yahoo Dirggtor
and DMOZfor creatingmalicious and legitimate domasets During thestudy,five
kinds of features were used:

1 features related to the full URL,
9 the domain name,

1 the directory,

1 the file name,

1 theargument part

These featres were used to deteadramonobfuscation techniquesorked by
attackers: obfuscating the host with an IP address, obfuscating host with another
domain, obfuscating host with large host nanaes, domain unkown or misspelled.

This set of experiments showhat using lexicalfeatues alone leads to
compaable classification accuracy tsingfull featureswith only a 1% difference The
high accuracy and theghtweight properties of lexical features make a strong tase

usingthemalone.

3.4EXPOSURE: Finding Malicious Domains UsingPassive
DNS Analysis

In this section we discuss a novel wdmilge, Kirda, Kruegel, & Balduzzi,
2011)aiming to fird malicous domains using passive DNS analysis.

The domain name system is abused many ways to support mahcises;
someof thesearedescribed irSection2.2.2 The papediscussed irfsection3.4 aimsto
use passive DNS data to find such malicious activities. They bring up two exahples
activities which could be found usingheir techniqugone is botnets resolving domain
names to locateheir command and control centehgtother example is spam mails
containing URLSs that link to domains that resolve to scam servers.

Passive DNS analysis means gatheringSiidffic from DNS rvers.Allowing
the classifier to work welllarge amount of training data was collect&tien offline
analysis was perfmed on this data and was used to determine DNS features that can be
used to distinguish malicious DNfualitiesfrom benign onesBengn domain set was
gathered using Alexa and Whois, malicious data was from blacklists asich
malciousdomains.com or Phislrik. Architecture of EXPOSURE is builip from five
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componentsData Collector component, Feature Attribution compgniglialicious arl
Benign Domains Collector, Learning Module component, and the Classifier component

For the analysignteresting time based features were us€éhdey tried to detect
abruptchangestheir insight was that malicious domains often show a sudden increase
in the number of requestand then the requests suddenly disapp&aeyalso triedto
detect similar dailyoehavior.

They use many DNS Answ@ased Features tietect if the IP addressesthe
DNS answer look too diversifiedrhey check the number of dédrent IP addresses
resolved for a given domain, number of different countries that these IP addresses are
located in,reverse DNS query results of the returned IP addressesber of domains
that share the IP addresses that resolve to the given domain

They also usd TL (Time To Live) ValueBased Features. For botnets set
TTL value low is important for Fast Fluxing techniques describ&kntion2.2.2.3

They extracted some domain name bdsedal features assuming #ebeing
easily readable arglmpleto remembewhich isimportant for benign users, but not for
malicious ones. They checkd the ratio of numerical characters to the length of the
domain name and the ratio of the length of the longest meaningful sgbstrin

Their experimental results show that their approach works well in practice, and
that it is useful in automatically identifying a wide category of malicious domains such

as botnet command and control servers, phishing sites, and scam hosts.

3.5Correlating Domain Registrations and DNS First Activity
in General and for Malware

Stoner and his associates try to correlate domain registrations with the domains
first DNS activity(Spring, Metcalf, & Stoner, 2011)

The main idea this papé&s based orthe following behaviorof malicious and
average domainaredifferent after the registration of the domain naniegistering a
domain is a process, first you have to go to a registrar who will collect the necessary
information and paymenénd then pass the new domaff to the registry.Every
domain has to go through this procbstgngmalicious or benign.

For thestudy, they gained access to passive DNS data just like in the paper
described in sectioB.4. They collected?,783,497newly registered domains from biz,
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com, info, mobi, and netop-level domainsFrom CERTdata,they found 472Qnique
domains for the malicious dataset.

During the research,they found significant difference between the tfirs
resolution of malicious and avg®domainskor average domains the majority of them
(52.99%9 were resolved within 1 day, however relatively fe7% were resolved on
the same day they were registereédr maliciousdomains,33.2% were resolved on the
same day, but observing domainsisegred in October, they found vast majority of

domaing(73%) resolved on the same day as their registrations happened.

3.6 Mining DNS for Malicious Domain Registrations

He, Zhong, Krasser, & Tangets the challange to find malicous domains using
light-weight lexical and zone based featu(eke, Zhong, Krasser, & Tang, 2010)

As stated in this papemillions of new domains are registered every day, and
many of them malicious. Nowadaif®e technique to decide if a domain is maliciars
not, is to get the weltontent and analyze ihanuallyor by using machinelearning
techniquesHowever,malicious domains are often registered daty a short period of
time, and there are too much of theso manual decisions might take too long. They
state:fiDue to the larg@ numbers of new domains registered every day (many of them
being potentially malicious) and the generally short lifetime for such malicious
domains, it is not cost effective to use the traditional web classificat&thods based
on conterd. They seta challengeto overcome, detecting DNS abuse withosing
significant amount of resourcand classifying a domain without knowints web
content.

To achieve these goals they uUgghtweight features. They use twands of
features, textual features, and Edrased features.

Legitimate domain names consgdtmeaningful English words or loddike to
meaningful English wordsbecausethose are easy to remember farmans. The
authors of the papesuspect that many newly registered domammes are randomly
gererated and meaningless stringn detect these they use several Markov Chain
models.They use some heuristic textual featut@s, such as length of domain name,
number of digits in domain name,chso forth.

They also assumthat legitimate domains i not change their name servers
frequently, but many malicious domains will da Therefore hey usesuch afeatures

as the total number of name servers that ever hosted a dahsaimumber of domains
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that hosted the domain bdb not host it anymorethe average/maximum/minimum
lengths of name servers hosting the domain, and so forth.
Their experimentaresults show that their lighweight approach can detect many

malicious domains with a low falqeositive rate.

28



4 Methodology and framework

4.1 Modular system design

Why are therehundredthousands of domains registered each, daig is the
main question we asknd try to answerAre most ofthe registrationseally malicious,
or could these registrationbe coming from speculators trying teoosttheir paked
domain set, tancrease therofit? | will introduce a system designed to ansthese
questiors, with the capabilityof evolving

While framingthe problem(the goal ofthis thesis)s quite easy, solving it a
complex challeng@ot accomplished ufp this day. There could bmany dimensiorns
of categorizing domain names and atsomerous sourcesand methods of obtaining
information about a domain to accomplish these categorizatidesselected three
dimensions for categorizing as you can seigure4-1, maliciousness(malicious or
benign domain)passive or activeusage (passive: parked, redirected, same content on
multiply sites),topic of the page(adult, car, insurance, blogging,, children, etc.)A
pagecould be mdicious, adult and activebut for example until ICANN overlooks the
practice of speculation a domain can be passive (parked), benign, advertising (if the
content is advertisement). Theceuld also be passive, malicious domains just like

active, benign, @vertising or active, benigmews and so on.
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Figure 4-1, Dimensions of categorization

Categorizing along thes¢hree dimensions could bring up quite a few

methodologiesand we cannot foresee how weNlill they perform.To test multiple

methodologies a framework was designed in a modular fagHanng moduledound

together in a framework has many advantagesh module can be evaluateparately

and results can be stored for other modules to work am flager or immediately.

Modules built to help out other modules can be reusedgistseveralothermodules in

different researchestoa Also, the result of multiply moduleswhile categorizing

domainscan be used togetherrefineresuls.
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Figure4-2 shows the architecture of the framework designed, built, and used for
the studiesFor eachtest three sets of domains were usedalicious, bemgn, and
regularzone domaingSection4.3). We discuss the framework for obtaining data
Section4.2 Domadn name extractor module will be responsibledriracting domains
from various sourcesand to prepare these domains for thagger for further
processingWhen the Tagger receigghe domains in an appropriate form it calls the
Primary Modules. The Primary Modules are responsible for tagging domaingthe
different methodologies and wmes (@liscussed inSection 4.2. We implemented
Secondary Modules to support the Primary Modules with features or services when
neededAfter the Tagger collected all the tags from the Primidodules,it sends the
tagged domias to the Categorizer module. The Categorizer palitionthe domainsn
the dimensions of the categorie$he Categorizer is designed to categonizeng
heuristic thresholds, but an updated version could set threshold valties future
using machire-learning techniquesas well Finally, the output of theCategorizer is

domainsequippedwith category tags

4.2 Information sources ondomain names

In this sectionl will show information sources, which can be usedategorize
domain namesAs therearemany of them | will presenthe sources the order of how
soon they are available to adter registrationlt is a very important featuref an
information source, because in case of speculation or malicious registration we want to

concludeas soon as [sible.

4.2.1The domain name itselfi lexical analysis

Lexical analysis of domainames is thenost lightweight analysis that could be
done, with the potential of gaining useful information about ghgose of domain
registratiors. It is important to be ableottell if a domain is malicious as soon as
possible, because cyber crimin&pically usefreshly registered domainsnly for a
short period of time (considering these domaindl soon be discovered and
blacklisted) Lexical analysis can be done righteafthe registration by retrieving new
registrations from the zone filéhereforemalicious domaingan be discoveredefore
they can be used for illegal activitjesd thisis calledproactive blacklisting.

The drawback of lexical analysis is that weoknvery little, only the domain

name, no usage, no contenhis makes idifficult to doquality categorizationand in
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many @ses it is impossible to do aayall Telling if a domain is parked from lexical
features ishopeless becauseas wehaveseenearlier inSection2.2.1.5 it can beonly
establishedor sureby content analysisr in some caseby creatingclusters based on
zone file andVhois data.

For malicious purposecriminals need a lot of domairnsequentlyhey have
to generate them. Telling if a domain name was automatically generated could
distinguish thegood fromthe bad.The topic of a domain caalsobe decided from the
domain namesometimes for example cheappills.com is probably a pharmacy page,

however carshop.com isndoubtedlyabout cars.

4.2.27Zone file

Zone files represergubsets of the hierarchical domaamestructure A DNS
zone file is usually in BIND format, and contains resource records. (RRgase of a
TLD zone file, theRRsare mainly nameserver (NS) recordsf secondevel domains
under theTLDO gone.For example Figure4-3 show an excerpt from the com zone file
collected from VeriSign on 2011.04.14 The first line shows an NS record of

susanfindshomes for wee find the IP address on ns43.domaincontrol

SUSANFIHDSHOMES HS HS43 .DOMAIHCONTROL
SUSAHFIHDSHOMES HS HS4L _ DOMAINCONTROL
FREHCHQUARTERFLEA H3 H345.DOMAIHCONTROL
FREMCHQUARTERFLEA HS H346 .DOMATHCONTROL
SFHSGIRLSCLASS1998 HS H327 .DOMAIHCONTROL
SFHSGIRLSCLAS51990 HS HS28 _.DOMATHCONTROL
PUBLICITYWRAP HS H31.LIVEDHI.CO.UK.
PUBLICITYWRAP HS H32_LIVEDHS .CO.UK.
PUBLICITYWRAP H3 H33.LIVEDHI.CO.UK.
PTATHAILAND N5 H51_.PANTIPHOST
PTATHAILAHD NS H5Z2 .PANTIPHOST

DFPCHC HS DHS3.EARTHLIHK .MET.

DFPCHC HS DHSZ.EARTHLIHK.HET.

TAWABJ HS DH59 _HICHIHA

TAWAB.J HS DHS18.HICHIHA

FILIPPESEK HS HS49 _DOMAIHCONTROL

FILIPFESEE HS H358.DOMAINCONTROL
TEATS HS WS FaFF%h

Figure 4-3,2011.0414 om zone file excerptl (from VeriSign)

The IP address of ns43.domaincontrol BEh be found also in the zone file.
RecordsA contain themapping between a domain and an IP address. We can see on
Figure4-4 that the IP address of ns43.domaincontrol is 216.69.185.@2. are looking
for the IP address o$usanfindshomes.conwe will get back the IP address of
ns43domaincontrol and we can ask ns43.domaincontrol for the IP of

susanfindshomes.com.
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NS37 .DOMATHCONTROL
NE38.DOMAIHMCONTROL
HS41 . DOMATHCONTROL
NS42 . DOMATHCONTROL
NE42 . DOMATHCONTROL 216.69.185 .22
NS4  DOMATHCONTROL 2088 .109 255 .22
MS1.IDEANMCE A 72.18.32.9%
H32.IDEAHCE A 72.47.219.118
DOMATHCONTROL A 68 _178.211.1084

NS@2 .DOMAINCONTROL A 268.189.255 .1
H31.FREEHOSTINGHOW A 69.58.288 191
DHS1.HAUENDHNZZ A 91.121.39.58
DHS4 . MAUVENDNSZ A 72.232.166.244
DHS2.MAVENDNSZ A 72.232.166.242

LA LIANIFELIRLERA A "3 A0 A FrF niLn

216 .69 _185 .19
288 .1089 255 .19
216.69_.185.21
208.189 25521

= i = i = e = e = i = |

Figure 4-4,2011.0414 com zone file excergt(from VeriSign)

TLD zone files provide us the list of the secdadel domans under the TLD,
but also give us name server information which can be used for clustering techniques
utilized in ProActive Black listing proposed byFelegyhazi, Kreibich, & Paxson
(Felegyhazi, Kreibich, & Paxson, 2010ye canemployit for DNS based searchfor
example DNS probingsed inChapter6.

4.2.3Whois information

Whois database containggistration information about the domain nadse
registrar andegistrant.l will show you the dataontainedin a Whois record by the
exampl e of ONha@isnrecords Hoov adoeé \Whois data look how it is
formattedand storedand whatit contairs is determinedby the TLD and is different
nearly for all TLDs.In case of com maintained ByeriSign, thereare two kinds of
Whoisdata:thin Whoisand thickWhois.

Thin Whois data contaig information about the registrar of the domain and
containssome basic informatiorthe lig of NSs, creation date, expiration daféhois
server and so onAs we can seein Figure 4-5 opendns.com haghree NSs
(authl.opendns.conauth2.opendns.conauth3.opendns.comit wasregistered on the
4™ of SeptembeR003, andregistrationwill expire on the # of September 2014hin

Whoisdata is standardized for each registrar

33



) /B/A PUBLICDOMAINREGISTR

& Dec 2011 21:46:24 UTC <<«

Figure 4-5, thin Whois record example

Thick Whoisis provided by the registrar of tltmmain and is not standardized.
It will look different for each registrar. Thidk/hoisdata contains information about the
registrant of the domain nam¥ou can seen Figure 4-6 the information provided
about opendns.conThere is the name, address, phone numbsraie address of the
registrant You canalsofind administrative and technical contatgtails Here the NS
information, creation date, and expiration date is repeated.

This information can be used for clustering. Al¥dhoisdata is a good addition
to NS based clusteringsing reg s t rirdonntatéos It can be use for proactive black
listing mentiond previouslyFelegyhazi, Kreibich, & Paxson, 2010)

Figure 4-6, thick Whois record example
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4.2.4Content analysis

Content analysissi one of the most effectivways of categorizing a domain.
Whethera domain is in passive or active us@geonly be decided fosureby parsing
the content If the domainis not rediected and the content is not advertisement or the
domain is not for sale, thenprobably has an active content.

It is alsopossibleto create tag clouds fimo known sets typical for a topic, and
check the conterdf the newly registered domairfer those tagsThis techniqueanbe

usedon thedomain namétself, butmuch more effective whamsedon the content

4.2.5Passive DNS data

PassiveDNS data consistof DNS queries going through DNS servers on the
Internet Nearreattime data can heollected from high volume DNSensors located at
several places on the Intern€his data can be used to distinguismalicious domains
get resolvd differently than benign onesAs wehaveseen in recent studies described in
Section3.4 and 3.5 passive DNSdatais an effective toolto differentiate malicious
usage of the DNS from benign

4.2.60nlinedirectories

Online directoriescategorizingwebpages like DMOZ Yahoo directory,and
OpenDNScould be a useful helWe cansimply searchhemfor a domain we want to
categorize andeehow they categorize it They arehighly reliable (if their policy is
strict enough)as they ge the human Internet community their staff to position
domains incategoriesOne drawback of onlindirectoriesis that categorizing domains
takes them a whilghereforen e wl vy r egi st er ed do mamally names
nor istheir datasetomprehensive enoudbr categorizing older domainbecause they
s i mp | tyconthio en6ugh domainas wewill seelater,in Section4.3.3

Howevereveni f we candét wuse t hestiiwdéammextdhétr e ct
informationtypical for a topicUsingthis information,we can make tag clouds for each
topic and try to categorize domains based on these tags.

In many studiePDMOZ, Yahoo directoryor OpenDNSare exploredo gain a
benign domain sethat can be used for Machine learning techniques or to extract
information on benign domaingn Section4.3.31 will also investigate how benign

these domainare
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4.2.7 Blacklists

Blacklisting is one of the fundamental ways éocommunity on the Internet to
block unwantedentitiesfrom gaining access to resourcé&sere are IP blacklists to ban
known malicious machines and domains blacklist tod@mmains, whichhad beemused
in criminal activity like spammingTo describe roudig how blacklists work is quite
easy:when someondhuman or machine¥ees a domain participating in malicious
activity, hereportsthe domain and after verificationahdomain gets blacklisted’he
biggest drawback of blacklists that, they only stop ralicious activity when ithas
alreadybeendone.Usually cyber criminals use IP addresses and domain names for a
short time toprotect themselves against blacklistinghore thoroughly discussed in
Section2.2.2

In a lot of stulies(some in Chaptes), just like in this thesislacklists are used
to acquirea sample of malicious domains. This set ¢hen be used for machine

learning techniqueand for false positive checks as well.

4.2.8Comparison of the information sources

The primary mitigation technique in the fight against miscrearits $sop their
malicious activity as soon as possilie Figure4-7 | showinformation sources based
on how farin time from the registratn they can beemployed and how many
dimensions of categorization they can be usedRaht after the registratiowe have
threesets of information on the domaithe domain name itselfSection4.2.1), zone
file information (Section 4.2.2, and Whois data (Section 4.2.3. These pieces of
informationare at our servicbeforethe domain actually getased It makespossible
pro-active blacklisting, where we blackligdbmains before they are actuatiperating
and abusingthe DNS system.Another important property of thesree sets of
information is being lightweightVve donét need tfathecordentlwet he d
d o nhéave to build a passive DNS data overtiften the DNS queries and we don
need humanresource as in open directoriemnd in some blacklists (human
categorizatiorbeingthe slowest of dl | haveoutlined whythis information isgood for
pro-active blacklistingof malicious domainsbut it dos n 6 t theyecannot be used
for categorizing domains on thgassiveactive or topicaxesas we can see drigure
4-7.
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online directories
one
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Figure 4-7, domain sources

After registrationthe registranor registrais usuallygoing toput content on the
domain Becauseof the large number of newegistrationgdaily, it is hardto download
and analyze the conter@ontent analysiéSection4.2.4) is the best way to teWhether
a domain is in an active or passive® Sometimes we can find out if a domain is parked
through clustering techniques, but to make sure content analysisreigiide method
Topic of a domaircannotbe concluded all the timbased on the domain nanto be
able to categorize all domains we nesmmethingmore the content behindContent
analysis might not be lightight, but sometimeshen we need tgelectthe topic or
whetherthe domain is passiyeve have tocrawl forthe content

Utilizing passive DNS datgSection4.2.9 is a heavyweightfeature anctan be
empbyed right at the first time a domaia used,to find maliciousactivity. It might be
an effective way for telling apart malicious and benign usage, hatstill late, as
recognitioncomes onlyafter the DNS systerhas been alreadgbused Domainsget
blacklisted after the discovery of malicious actiyityaking blacklists often too late to
be useful in stopping miscreantsuf better later themever).Open directories use the
Internet community to categorize domains. It makes them reliablé, cantalsotake a

very long timefor a domain taeachthe directory after registration
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4.3 Domain sets used for analysis

4.3.1Regular domain sets

Zone filesare usedas the source of ordinary domain sd&y regular,| mean
domains we dondt know atheydouidiequalybanmalicious i n a c
or benign(so this is a mixed daset that has not been gildered according to
maliciousness)For both studie (Chapter5 and 6) two million com domains were
selected uniform randombut ofthemore tharf0 million domainsf the com zone file
dated 2011.06.27This is used aa reguladomain dataset

For the study discussed {Dhapter5 we also used the list of domains registered
in 2011.06.27 to see how much registratiarese differing from domains that have
been there for a while.

For the study orthe biz gTLD discussedn Chapter6 we collecteddomains
from the biz zonef 2011.06.27 as well alongside witte correspondingecondevel

domainsfrom comzone file

4.3.2Malicious domain sets

Malicious domains are used for the research done in th&pMany different
blacklists were used fotesting the categorizenodules.Surbl (Surbl: lists, 2011)s an
aggregator of many other blacklistheir list is built from: SpamCop &RI reports
blacklistfrom SpamAssasinule set Outblaze URI blacklist (also spanApuseButler
and Joe Weind s .IThey also include lists for phishing and malware, such as
MailSecurity, PhishTank, OITC, DNS Blackhole list, Malware Patkrom Surbl
212342 domains wergelectedor analyss. Three more blacklistgribl (UriBL, 2011),
Joe Wein(JoeWein, 2011)and SpamHaugSpamhaus: DB, 2011yere used to see
how resultsalterrelated tadifferent blacklists

4.3.3Benign domain sets

DMOZ (DMOZ:. ODP i Open Directory Project, 2011gnd random Yalm
(used in many articles) wengicked as benign domain sources. DMOZ is an Open
Directory Project QDP) edited by users of the web, andistone of the most

comprehensive human edited directories of web pages dnténeet as they state it:
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AThe Open Dectory Project is the largest, most comprehensive huethied
directory of the Web. It is constructed and maintained by a vast, gbolbamunity of
volunteer editorso

But even being the most comprehensive directory of the web, having 4,952,023
sites caggorized by92,857 editors inover 1,008,705 categorieBMOZ is still too
small to be used fadirect categorization just lik®penDNS as we will see in Section
4.5 429369 distinctDMOZ com secondevel domain namse were gatbered from
categories: Arts,Business,Computers, Games, Health, Home, News, Recreation,
Shopping Sports ScienceandReference.

Big advantage of DMOZ jgheir data can be download&ee asan XML file.

At DMOZ anyone can become an editor choosingohiser subcategory under another
already existing categordne drawback is theuge number of editors arwhtegories,
which affects the quality of domaiset in DMOZ databaseTheir database is uneven
andsome categories contain much more domains thesr.ot

Yahoo (Yahoo: random, 2011has a service for viewing random pages picked
by Yahoo. This service was used to gather over@@benign domains. While DMOZ
made their directory downloadable, Yahoo can only be reached through their random
service. Theproblemis that Yahoo does not generaenew random every time the
random generator is callednly generates a new randogwery given period oftime.

For this reason approximatetne domain can be downloaded in one second making
very slow to get a commphensive set of Yahoo domaileing soslow,i t di dndét ma
if only the domain name were captured or if the content was downloaded too.

afiwi - Exploit micklitz- Trojan
multecpkging Trojan scienceofsalesTrojan
flagplanet- Exploit koobifora- Trojan
pbalkcom- Exploit salsaguides Exploit
clearanceac Trojan welcometoindia Exploit
festivefever Exploit casciocom Trojan
investorsleague Trojan nympho- Explat

pretto- Trojan clipsemanagementVirus
spiritonin - Exploit wizaustin- Exploit
sodashop Exploit bodybuildingnaturat VirTool
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While downloading Yahoo domains Microsoft Security Essésfound some
of them infectedthe above list shosssome examplesTotally 59 domains were found
as infected during theogvnload, 31 exploits, 21 trojan® viruses, 3 virus tooland 2
trojan downloadersRescanning showedome more infected itemsAs probably
Mi crosoft Security Essentials didnot fi
content directly on th&RL http://[domain.com, the questidarn up,how benigrreally
yahoo domains are?

4.4 Heuristical modules and conclusions

Heuristical analysisnight not be the right choice when it comes to categorizing
domain names, but it can pelis foresee the propertiesddmairs that could be used
for categorizingFor testing the two million randomcom domainsvere usedfrom the

zone file and fed to th domainnameextractormodule
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Figure 4-8, results from heuristic module

Figure 4-8 shows someesuls producedfrom the heuristianodules. Top-right
diagramon Figure 4-8 shows the number of digits found in domain nanhgre than
92.5% of the domainslo notcontainany number, and 7.4% of the domatasitainl to

11 digits. Also, many digits represent a date or stand for a word (many2many, sk8,
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4you, etc). The conclusion isfinding proof forthe assumption that most domains are
malicious ¢ o u | ek achi¢vedby observing featurebased on theligits in a domain
name

A domain name can contain English letters, digits layjghens.On Figure 4-8
substrings meathe parts of a domain coimg from splitting it by the hyphendearly
90% of domaingdo notcontain a hyphenAlso, the distribution of the length of the
domain names is showing a nice diagram, without any salientTpestbring us to a
conclusion that neither the length of a domamr,the number of substrings in a domain
will be good starting point finding malicious or parked domains.

Finally, only 10 percent of domairdo notcontain any English wordt all For
this measurement only one UHictionary was usd with nearly 60,000 words in it.
Later tests will show us that usitargerword pools we find evenfewer domains not
containing any words.

Although aiminals are sometimes using hame generator algorithrag,viilant
to make their domains look like regular domains as much as possible. This is probably
the reason why we dondét see much hyphens
domain inany length outstandingly Also, this is the reason why criminals netdput
words in th&@ domains. The main conclusiorof these fev heuristicsis that the
properties of a domain analyzed in thisctionare probably not the righbnesto
establishwhether adomain is malicious, parked, or benjdmut they maybe used to
caegorize a subset of the domaiWghat we need is a morgophisticatednethod
which will be shown in Chapté.

4.5 OpenDNSfor direct categorization

OpenDNS has a service called domain tagdidgenDNS: Domain Tagging,
2011) They invite the users of the Internet to tag domains based on their category list
They verify the tags by Thiseérwce cag beasddr mor e
blocking unwanted categories.

OpenDNS provides an interface on their website to find autdgs theyhave
given to a domain. For firstpproximationjt lookedawkwardto crawl their website for
millions of domains. Fortunately (or unfortunately asshall seelater),we found other
ways to identify the tagghey given to a domain.

As OpenINS is used for parental contralategories can bgelectedto block

domains Op e n DNS O s DchnSbeseteas thepreferred and alternativBNS
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serverfor a computer and thema querieddomainis blockedif it is in the previously
selecteccategoryset When blocked OpenDN&:solvesthe queried domaifor a page
maintained by OpenDNS, which will tels the reason of blocking

First, a web crawler wasconstructedThe idea was to block all categories and
try to downloadthe page(we want to categorizeYhen if the domain is tagged in one
of the categoriesan OpenDNSpage will be downloadethstead of the original page.
Parsing the content will telhe reasorfor blocking: the categoriesf the domain.
However, after this method was implementedt proved to be t@ slow for testing
millions of domains

To speed things upye relied on the idetghat DNSresolving is faster than
content downloadingThe way to do it isjust block for one category amdake a DNS
query for a domainif the DNS answer cdains the IP address belonging to OpenDNS,
than thequerieddomainwas blocked meaning it is in tlselectedcategory.This way
we hadto make a DNS query each category for each domain, but we hapedpeed
of DNS will make up for thioverheadSadlyt he DNS c¢cr awl er di dnot
enough eitherwith an averagef 0.3 sper query(For 1 million domain itwould take

190 dayg for my laptop.

+ OpenDNS.com

OpenDNS ..o

Vote On Domains Submit Domains About FAQ Categories

DOMAIN TAGGING

cnNN.CoOM # T0P SITE
S¥oom = Tagged: News/Media
Flag for Review (sign in)
””””” =1
K
‘{,._—
7' Launch site in a new window

Figure 4-9: Screenshot ofttp://domain.opendns.com/cnncom

After all, | had tobuild a web crawler specified for downloading thage on

opendns.cm for domairs categorized as oRigure4-9. This methodhasprovedto be
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fast enoughmaking categoration of Alexad $op onemillion domairs (Alexa: Alexa
top sites, 2011y OpenDNS possible.
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Figure 4-10 Alexad ®p 1 million categorized by OpenDNS

From Alexabds top 1 million paig¢he 1142
OpenDNSdatabaseThe results showon Figure 4-10 that alarge fraction of domains
from Alexa in the OpenDNS databasm®mntain nudityor pornography My personal
opinion is thathe 43.5% ofthe domairs being in the nudity or pornogphycategories
d o e s n O6thatd&n®mohAlexa domains are really in those categoResbablythese
number s ar e ¢ omi prgne focu® arparénfalecanPgNdBidreng the
results

OpenDNS has over 7.4 million domains submitted and over llidmdomains
decided This is less than one percent of all hundred millions of domains existing,
meaning OpenDNS cannot be used for direct categorizaBonit can be used for
making typicaldomainsets f@ categories.
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5 Usage ofcom domains

During theresearchye first wanedto look at features available right after the
registrationof a domain nameDue to the complexity of the three sources at our
disposal domain name, zone file aMidhoisdata),we restricted our attentido the first
step,the lexcal analysis of the domain namé&3ur framework allows for implementing
the remaining two features and shwe leave them as future work. For the lexical
analysis, wedesigned wo featuresand evaluatedhem on the collected datasets of
benign, reglar ard malicious domain nameés we will see later arour investigation
of the structure of domain names shows us that most of thaidorames contain at
least two words We designed a module based on thet@&oin downloaded from
Wikipedia (Wikipedia: random2011)and we present this Wiki mate in Section5.1
For domaimamesgcontaining less than two words the module introduced in Sestibn

can be used

5.1Wiki Module

Becausemiscreantsneeda huge anount ofdomain namesgor their campaigns
(as seen in earliechapters)we can assume that they employ awéted solutionsto
generatalomain namealgorithmically. The concept behind the Wiki Moduie to find
incoherent wor@dombinationsn a domain nam, whichwill not appear in ordinary text

such as Wikipedia articles.

5.1.1Designof the Wiki Module

Figure5-1 shows us how the Wiki Module is designed, and lcawit evaluate
whethera domain is algorithmically generated or .ndhe Wiki Module consists of

multiple primary and secondary modules
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Figure 5-1, Design of the Wiki Module

If we want to find incoherent word pairs in domain names, first we have to find
the words in the doain names. Welo notjust simply want to find all the words a
domainnamecontains, but we warb identify potential compositions, thate non
overlapping sets of wordérom these sets we want to fiode, whichcovers the most
of the domain name, this whatwe call the best overlap.

First, the Domain Extractor Modulacquires regular, malicious and benign
domains and prepares them for the Best Overlap Mokaetion5.1.4. The Best
Overlap Module will find the best ovegys (mentioned abovein these domain sets
using words from UK dictionary and from downloaded Wikipedia articles.

To decide if the words are coherent in a best overlap, we are using bigrams
Bigramstell us how frequently a word is followed by anotloeein a text.For creating
the bigram English Wikipedia articles were used as teRandom Wiki Crawler
described in Sectioh.1.2was used for downloadifWikipedia pagesWhen we sea
word combinationwith high frequency,it means the two words are coherdnmif the
onesnot in the bigram omn the bigram witrsmall frequeacy areconsideredncoherent.

The Bigram Moduleis responsible focreating bigrams from the Wikipedia articles
(Section5.1.3.

In Figure5-1 we can see that the Wiki Tagger Mod(&ection5.15) uses the
output of Bigram Module: the bigram, and the output of the Best Overlap Mdthde.
Wi ki Tagger Madag,bowedherenareshe veord ipasrsfouna by the Best

OverlapModule, using the bigram. To decideéhetherthe domainnameconsists of
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incoherent words is the responsibility of Gategorizer based on the outpfithe Wiki
Tagger Module and the threshold vesu

During this researcleach module wilktorethe resultsn files and each module
will use the other modulédiles as an input This methodology is very important as
some modulge needvery high computing capacity and others need a lot of RédAve
might want to run them separatelfxnother advantage of this designtsat, we are
often going to use different versions of modulgsg to find the best solution, aryet
doingthiswestild on 6t have t partialresulswe aleeadg havet h e

5.1.2Random Wiki Crawler

We are going to use Wikipedia articles for three modulée primary usage
will be to makea word bigram but we alsoutilize the articles for building a large
dictionary and in Sectioh.2we use thento make a letter bigram.

Wikipedia has a service for reading random wiki articles. The crawler
download these random pagealwaysremembeng the downloadegagestherefore
pageswill not be downloaddtwice.

——_ ikipedi random
wikipedia.org :> Wlklc;i:s;lae;/veb => wiki

articles

Figure 5-2, Wiki crawler

To download the Wikipedia pages most effectiydlylesigned a multithread
crawler. When crawling the web, the response time of downloading a webpage is the
bottleneck of time efficiency, not the computational speéd serve or PC. To
improve this attribute of crawling, multithreading is used. In each thread we start a
download separatelytherefore we camitilize the maximum capacity of ounternet
connection The number of threads is adjustable, but during downloadingp®dia
pages | never set it to high, not to put

To gain a comprehensive set of text for lexical analysis from Wikipedia we need
hundred thousands or millions of articl&arlier experiences shothat having a lot of

files in a directory using Linux system will cause the response time of reaching a file
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increase, resulting in theonusability of any software working with these files. The
solution is touse a hierarchical directory structure to store fN#e created #older for
each possiblefirst letter for Wikipedia article names and put the arsicla the
corresponding directorieseeFigure5-3.
wiki_pages
l
| L | ] I
9 a be — %
|: Akatsuka_Station_(Ibaraki)

— ) —
— L —
— N —

Amy_Van_Dyken

Figure 5-3, directory structure for Wikipe dia articles

5.1.3Bigram Module

The Bigram Module is responsible to find relations between sv@m achieve

its goal the Bigram Module parses each Wikipedia articles for paragraphs in them, and

breaks the paragraphs to sentenEesm each sentence it collett® word pairs found

in them.Let usfollow through an example how Bigram Module finds word pairs in text.

For theexample| selectedh part from thdamous Monty Python sketch titl€ddS p a mo :

fiMan: Well, whaéve you got?

Waitress: Well, therés egg andbacon; egg sausage and bacon; egg and

spam; egg bacon and spam; egg bacon sausage and spam; spam bacon sausage and
spam; spam egg spam spam bacon and spam; spam sausage spam spam bacon spam

tomato and spar;

The result is shown iRigure5-4:

well what 1 sausage and 3
well there 1 sausage spam 1
wh tyou 1

nand2

Figure 5-4, Bigram "Spam" example

At first, we looked for oneway r el ati ons. The word

Afbacono two ti mes, b ut Avccerdinglg it’veerwill foekeat t h e

a7
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the domain baconegg.com weill not find it related Later in thestudy, we switch to

two-way relationsto improve our categorization.

5.1.4Best Overlap Module

For the Wiki Modulewe want to find the best overlgpescribed in Section
5.1.7) of words in domaimnames. The problemof finding best overlaps ithat we
observed it o u | ok madculated in polynomial tim&he consequendaeingwhen a
domainnamei s t oo | ong and cont ai ns ttle adleaa of
finish in time. To avoid this problem, in case of very long domaimes, whiclare not
very frequentwe u® only some of the longest words found in the donmaime.

An example for the Best Overlap module is the domain templatekingdom.com
found in the DMOZ st. The templatekingdom.com domaiamecontains many words:
template, kingdom, plate, king, temp, late, plat, lat, tem, kin, ate and soOam.
algorithm will find in this cas the words template and kingdobut anequally long set
would be temp, lateral kingdom.Note that the algorithm does not guarantee a unique
result. Thus,a future improvement could be that we save the first cowpldest
overlaps, and use thane, whichgot the best score in Wiki, because this is the word
combination most likelyo be what the regisint meant when registering the domain.
Also, this improvement is safgecausdt just lowers the number of false positives.

5.1.5Wiki Tagger Module

The Wiki Tagger will give the tags to the domaames, which we can use to
evaluate if dorains were automatically generatednot. Using the output of the Best
OverlapModule, it receives the word combinations in the analyzed domdinen it
tries to find each word combination in the bigram (output of the Bigram ModAllegn
it finds the wod combination it logs the frequency, else it logs not fodsb, the sum
of the frequencies and the number of not found word combinations are logged.

Best Overlap moduldoes notog the order of words found, therefore | had to
create an algorithm forriding order of words in a domain naniée tagger works very
fast. The algorithm will try to find the first word in the listWhen found it splits the
domain name by the wojdst found and for further processing it uses the second half
of the domainname Then it tries to find the second word and if foundsflits the

domainnameby the second word druseswhat is left of the domain nanfer further
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processing. It goeen like this, till it does notfind a word. When itdoes notfind a
word, it will mean the wordvasbeforethe one we found last tim&he algorithmthan
changegshe placs of the last found word and the word not four@ur example will be
studylinkonlinetutoringcom and the words found are tutoring, online, sty link:

1. tutoring, onine, study, link found tutoring; not found online
online, tutoring, study, link found online, tutoring; not found study
online, study, tutoring, link found online; not found study

study, online, tutoring, link found study, online, tutoring; nonidlink

o bk~ 0N

study, online, link, tutoring found study, online; not found link
6. study, link, online, tutoring found study, online, tutoring and link
By the sixthstep,it hasfound the order of words in the domaiame This
algorithm nearlyalwaysfinds the orderof words, but in some casegjigts stuckTry to

run the algorithm foimaginary domairluecdblues (wordsare catpluesandblue):

1. cat, blues, blue found cat, blues; not found blue
2. cat, blue, blues found cat, blue; not found blues
3. cat, bluesblue found cat, blues; not found blue

We can see that the list of words in the first phase is the same as in the second
phaseBecausetihappen®nly in a few cased used a simple solutioitf. my algorithm
gets stuck, | just simply start to reorder therd list randomlyDuring the research it
alwaysprovedto bereal fast and evemunning millions of domainnamesthe Tagger

hasfinished in a couple of minutes.

5.1.6Analysis

For the firstapproximationthe previously mentionetdK word list was used for
finding words andhe best overlap in domaindhe first tests were run on three sets of
domains: half million random com doma#£9369DMOZ domains an@12342Surbl

domains.The resultsare shown belown Figure5-5.
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Percent of words in domains
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Figure 5-5, Best Overlap Modulés resultsusing UK words

Figure 5-5 shows the percent afords in a domaimame For example,the
orange column above DMO#&eansthat around 10 percent of DMOZhain names
containwords in50 to 60 percentf their total lengthThe dark blue colums nearly
always meardomainswhi ch donadt Cc Or1@%atends tantyye Okd r d s
because it happemsly in a very few cases that a domaamecontains a worénd it
is less than 1Percent of théength of thedomainname

For DMOZ only 9.4%, for Zone only 11.2% and ®urbl only 8.9% of domain
name do not contain any words.In fact respectively 80.5%, 74.8% and 73.3%0
domainnames posses more than 50% oivords, this shows uthat finding relations
between words in a domamamecan be used to analyze most of the domains

More precisely Wiki Module can only be used on domdiad contain at least
two words.Figure5-6 shows as he manydomains contain zero waor@éne words or
more than one word It shows that in DMOZ, Zone and Surbl respectively 63.5%,
65.2% and 67.7% of domamames contain at least two wordsiaking them available

for analysis by the Wiki Module
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Figure 5-6, Number of words in domains using UK word list

While running the Best Overlap Module, using the Wikipedia cravZe®p00
randomEnglish articlehave beemownloadedFrom thesarticles,the Bigram Module
built the first bigram containingearly 7.5 million relationsUsing the output of the
Bigram Module and th8est OverlagModule,the Wiki Tagger Module gave the results
shown inFigure5-7.
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Figure 5-7, Wiki Tagger Module results using UK word list

Figure5-7 shows how much incoherent word pairs were found in domain names
(considering domainesontaining more then on wordL0% Surbl, 11.8% Zone and %3
DMOZ domains contaironly coherent word pairszé¢ro incoherent). While it seems
that DMOZ has more domains containing zero incohenart pairs then Zone and

Surbl, this 3 percent difference is not significalspproximately 70%of eachdomain
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setshavereceved 0 pointwhich means in those domains no coherent word pairs have
been foundThe conclusion of results Fgure5-7 is that our method o u | discovet
most of the relations between words, consequently it is not teddd algorithmically
generated domaimames.

There aretwo main reasons why the first run of Wiki Module has performed
poorly. The first reason isusingone UK dictionary with about @00 words in itis not
comprehensivelt does notcontain words likepersonal names,geographical names,
corporation names, abbreviations and s amd these words are commonly used in
domain namesThe other main reason: ise probablydo nothave enough word pair
relations in our bigram

To acquirea more comprehensivevord list, we subtracted all words found in
the over 200000 Wikipdia articles, and from the 9834 most frequently occurring
wordsnearly150000wereselectedand added to the UK word list).

Percent of words in domains
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Figure 5-8,BestOver | ap Modul eds results wusing UK + Wi

In Figure5-8 we can see the results of the Best Overlap Module using the new
improvedword list. As expected the number of domains not containing wadsk
blue column)decreased 3% comparedusing just UKword list. Also, the number of
domains consistg of wordsonly (light blue column)hasincreaseddy 9 to 5 percent
(DMOZ and Surbl).88.3% of Surbl, 83.7%o0f Zone and80.3% of DMOZ domain
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nameodhavemore than 50%wvordsin them For each set approximately 70% contains at

least two wordswhich isa 5% improvement.
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Figure 5-9, Wiki Tagger Module results using UK + Wiki200k word lists

Sadly, Figure5-9 showsno improvementbecause we founshly more words in

the domainnames, buteventuallydid not find more relations between worasd the

results even declined a bit.

To improve onthe number of relationsHavelightered the strict definition of

bigram so itcould contain word pairs not relatedirectly. For example,consider the

sentencefiBlue dogs like red cabsOriginal bigram would have words pairs like: blue

dogs, dogdike, like-red, redcats.But ourlightenedbigramwill pair words postioned

maximum three places aparfrom each other: beidogs, bludike, bluered, but no

blue-cats (have you ever seen a blue caifjs bigram will have word paidirectly not

related for example: bludike. Also, it is not impossible that for someottee domain

namebluelike.com (it is actually a parked domais)neaningful Nowi t

doesnot

matteranymore because of our approacthepolicy is: not finding a generatedomain

is not as bad as marking a domain generateenit is not. Subsequetly we are seto

find as many relations as possible

Many improvements have beanade in tis thesis for the last analysi¥he

Wikipediahas beerrawled again to collect over 1.1 million English Wikipedia articles

nearly 30% of all articlea/Ve found aver 19 million words from this many articles

To make a more comprehensive word list seéectedhe most fequent words

from the articles.We usedarule: the shorter the word ithe more frequent it has to,be
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to be in the word listAlso, | blendedthis word list with the previous UK dictionary
The word list hagnded up containing 5889 words

For the improved tests more domain sets were ,usedYahoo was added to
DMOZ as abenigndomain setFrom the com zonéle, all of the 2 million random
domains were useiVe teseédthe newly registered domaimbso, as we suspead they
would contain lots of malicious domainSurbl is an aggregate séveralists, therefore
domains can be in their list for many reasheverthelesswe also wared to test for

more specific blacklistgargetirg spamming, like: JoeWein, UriBhdSpamHaus
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Figure 5-10,Best OverlapModul eb6s results wusing Wiki 1.

Figure5-10 shows that crawling 1.1 million Wikipedia pages paid ddMOZ
and Yahoo haveahe most domaingover 99%) containing more than 50% words.
However, even the last one, which isSpamHaus,has lots of domains (94.5%)
containing more than 50% wordalso, the percat of domains consisting 100% of
words is very fgh, for DMOZ 81.1%, Yahoo 78.5%pm zone73.2%andfor the new
registrations 68%. For the bad domains it is lower, diilit quite high Surbl 65.%,
SpamHau$6.8%, Uribl 70.3% andoeWein 68.5%

These reslts from the Best Overlap Module support our statement that

miscreantsmostly pay attention to register domains contaghwords and look like
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benign domains(they do not want to registerdomains, whichlook evidently

meaningless and random)
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Figure 5-11, Number of words in domains using Wiki 1.1 million word list

To evaluateprecisely for how much domains we can use the Wiki Module, |
counted the number of words in domaids we can seén Figure 5-11, the Wiki
Module can evaluat®0% ofthe domainsand this is true for all domain seWeirdly,
some of the blacklists lea&urbl is the first with 94.3% of domains containing at least
two words, butUribl is the second with 93.5%nd SpamHauss the third with 92.3%.
The two lowestareJoeWein with 85.9% and Yahoo with 87.8%.

In the study(He, Zhong, Krasser, & Tang, 201@¢ havediscussed in Section
3.6they state

AROne interesti nde dpnainh hanesis thah mahyeaj them ma
consist of English words or look like meaningful English while many malicious domain
names are randomly generated and do not include meaningful words. We show that it is
possible to transform this intuitive observationio statistically informative features
using second order Markov model s. o

AThe experi ment al resul t-weight epproashscanr at e

detect many malicious domains with a | ow
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My results are contradicting their statement ascae see equallgigh number
of domains containg a lot of wordsfor malicious andor benign domain set&lso not
surprisingly only less than one percent dfomai ns di dndét indhent ai n
Yahoo and DMOZ sets, but the random Zonefaetd 1.9% Do. They weretrying to
find domains with meaningless strings, but my analysis showghédtighest values
are: JoeWeinwith 2.5% and new registrationwith 3.3% of domain name not
containng any words.This statement isontradictorywith their stateme t can detect
many malicious domains.

We had agreatimprovementof finding words in domaimames. But using 1.1
million English Wikipedia articles improved thHe#gram too Creating the new bigram
with lightenedrelations,we havefound 114450685 related words. This isover15 times

more then what we fourat first try.
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Figure 5-12, Wiki T agger Module results using/Viki 1.1 million word list

In Figure5-12 we can see that thengent of domains not containing incoherent
words is increased for DMOZ from 9.7% to 26.78%r Zone from 8.7% to 18.9% and
for Surbl 7.9% to 19.4%t does nofjust show a huge increase in finding coherent word
pairs, but shows us than case of DMOZ theatio of improvement is significantly
higher than for the Zone or the Surbl set.

To see the difference between the benign and the maliciosiigete 5-13

takes a closer loolatthe results
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Figure 5-13, Percent of domains containing zero incoherent word pairs

Looking at the benign domain setsHigure5-13 we can see that 36 percent
of Yahoo domaimame and 26/% of DMOZ domainnames are built up oy from
coherent wordsHowever,the results show significant difference for thalicious sets
19.4% ofSurbl 16.8% ofSpamHaus19.3% ofUribl, 14.3% of JoeWein domaimsve
zero incoherenvord pairsin them.Benign sets can have twice as much domaimes
not algorithmically generated ah malicious setsThis means our method can be used
to differentiate an automatically generated malicious domain set from a manually
created benign set.

Another interesting consequence is tlatking atFigure 5-12 or Figure 5-13
random com zone domainscanewly registered domains look very similar to malicious
domains Merely 18.9% of random com domaimames contain only coherent word
pairs. The new registrationsobk the most malicious among malicious sets except
JoeWei nds | i dtttellswsthatmewly tegisteded dorhaias tend to look like
malicious domains, much moreathdomains being there for a whilg.might not be
used agvidence bu it strenghensour belief, that most new registrations are indexdd
guestionable intent

There are several points where our results can be imprdved percent of
domains receiving zero point while tagged by the Wiki Module (meaning they contain

only incoherent wrd pairs) is still high and over 60 percent for all domain. Séi&s
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means we still have a to improve @et of word relationyhich isno wonder aswe
used less than 30% of English Wikipedia pagasd it is not even proved that

Wikipedia is comprehesive for finding relations between words.

5.2 Random Seeker Module

While most of the domainames contaimt least two words as seen in Section
5.1.6some do 6cbrtain any words or contaijust one The Random Seeker Module
will try to find random strings in domain namEéven a domainname containing
multiple words can have a random striagpendedThe advantage of this modulbat
it can be used faall domainghaving O, 1 or more words in them)

5.2.1Designof the Random SeekerModule

The idea behind this module is we look at words in ordinary text and collect how
oftenaletterappearsafter another lettekVe suspect that in randdyrgeneratediomain
name we will find a lot of letter combinationthatwe wonodét se@s in regul
The Design of th&kandom Seekefgodule is very similar tahe Wiki Moduleb s
(Section5.1.]). It has a module responsible for generating bigrams from the Wikipedia
articles cakd Letter Bigram ModuleThe biggest differencis that the Letter Bigram
Tagger Modules directly uses the domains gained from the Domain Extractor Module
(Figure5-14).

Random Letter Bigram .
wiki , Nodliic [——) | Letter Bigram (==

: Threshold
articles values
o [——
Regular Bigram
domains | > . > Tagger '::> Categorizer
s Module
Benion |, > [Brractor] > :
domains _ el
Malicious [
domains | - > : >

Figure 5-14, Design of theRandom SeekeModule
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The Lette Bigram Module will search for the paragraphstie Wikipedia
articles. It will break the paragraphs to sentences and the sentences toRepkesch
word, it will strictly find one-way relationships between letters. From the word spam it
will find s-p, p-a anda-m relationsbutwill notfind the inverse (p-s, ap and ma).

The tagger module will point the domamames based on the letter pairs found
in them.If letter pairs found in domainames are frequenit will give O point for that
pair. If a par is infrequent,it will get a score There are only 676 possible letter
combinatiors. The last 10 percent will get the highest score, the next 10 perdegetwi
a somewhatower score and so orBut only letter combinations in the lower 50% will
getpaints for a domainHyphens and numbers in a domaamewill add to the score
but only a few pointsWhen we evaluatthe total points for a domain we widivide it
by the length of the domainame because being |l ong doesni

Thenfinally, we can set different threshold values to tell if a domain is random

5.2.2Evaluation of Results

The letterbigram has been cresl for both the downloaded 20@0 Wikipedia
articles and for the 1.1 million set tobhe result wasnterestingthe heat map foboth
sets looked exactly the san(leigure 5-15). It means that wdave probably found a
letter bigram, whichis representative for common English text on the Internet (at least
for Wikipedia)

mEooae " TS X T 33 owa T o Te < g X< N

Mo o© oD e oc - "X — g coao - ®* 3 =3z x >N

Figure 5-15, heatmap of the letter bigram
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In Figure 5-15 whiter colors mean high frequency, and red color means low
frequency just likein the heat of flame.The highest frequency isht and the second
highestis h-e. Some of the lowest in ordare: gj, g-z, &g, j-q and 2x pairs.

To evaluate how random a domain namgeligsed farr categories based on the
points given by the Letter Bigram Tagger Modud®main namesvith zero or very low
points will be in he not random categaryhere arecategories could berandom,
possibly random and probably randoRrobably random domainames have agood
chance of being randgnaccordinglyl named it strong random, while the other two

random categories were named weakdom

Figure 5-16, randomness of domains

In Figure 5-16 results showthat the benign sets have a low value around 5
percent random domaimamesn them The malicious sets ohé other hand have over
8 percent of random domairames, which isor JoeWein over 11%Domains fromhe
new and existing zone file datadebk like the maliciousdomain sets(just like in
Section5.1) andthe new registratins coming out as winrewith approximately 12%
of domains being in one of thiereerandom categoried.his is nearlythreetimes more
than in the Yahoo set!

While looking at the resudtin a lot of cases$ haveseen random domaimames
actually being cmbinations ofabbreviationsfor examplescjrtn.com, whichkstands for
St. Croix Jack Russell Terrier Networl page about dogs To gain a statistical
knowledge of how many of the random domaame we found are really random |
used manual sampling-or each of the four categories | collected 105 domains

randomlyaltogethed20 domaimames. For the weakest randoset,| found only 20%
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