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Fourteen Years of Typosquatting Research

and   Khan et al.: quantifying harm to users
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Edelman: first case study on one typosquatter

Wang et al.: detection

Banerjee et al.: detection

Chen et al.: detection

Banerjee et al.: detection

Moore and Edelman: monetization

Szurdi et al.: large scale study

Agtenet al.: longitudinal study 

Miramirkhani et al.: technical support scam
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ÅEmail:

ÅSSH:

ÅFTP:

ÅGodaigroup 2011: white paper on email typosquatting

ÅVisserset al. 2017: name server typosquatting

Other Applications Using DNS
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Agenda
1. Email Typo Mistakes
ÅWhat are the email typo mistakes users can make?

2. In the shoes of typosquatters
ÅDo users make email typo mistakes frequently?

3. Typosquattingin the wild
ÅCan typosquatterscollect emails on a large scale?

ÅHow much emails typosquattingdomains in the wild receive?

4. In the shoes of the victims
ÅDo typosquattersactually collect emails?
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Email Typo Mistakes
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Receiver Typo
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mom@gmail.com



Reflection Typo
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typo@gmail.com



When Reflection Typos Are Really Bad

someone@zohomil.com: we received several

Åjob applications
Åwith CVs containing personal information

Several job advertisement copy pasted with the same mistyped address

When mistake affects other users!
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SMTP Typo
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smtp.gmail.com



In The Shoes of Typosquatters
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Collection Ethics
IRB approved
ÅTook measures beyond IRB requirement

Registering typosquattingdomains
ÅPotential trademark infringement

ÅOn request surrender domains

Collecting personal emails
ÅProtect personal information
ÅKeep on secure server

ÅEncrypt emails

ÅProtect privacy
ÅRemove sensitive data

ÅMinimize the number of emails viewed
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Collection Infrastructure
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Spam Filtering
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Receiver Typo Emails Collected
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Infrastructure 
Down



SMTP Typo Emails Collected
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Not All Typosquatting Domains Are Equal
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75%



Typosquatting Domain Quality

Domain # Emails Is Fat Finger?

ohtlook.com 1320 TRUE
outlo0k.com 1170 TRUE

outmook.com 324 FALSE
ouulook.com 137 FALSE
oetlook.com 84 FALSE
ouvlook.com 25 FALSE
o7tlook.com 20 TRUE
ou6look.com 7 TRUE

hovmail.com 1095 FALSE

ho6mail.com 147 TRUE

Factors of profitability

Å Popularityof target domain is the most 
important

Å Keyboard distance

Å Conspicuousness 
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Typosquatting In The Wild
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Infrastructure Concentration: Registrants
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1%

45%

One registrant: 10% of domains

1%



Infrastructure Concentration: Mail Server Records
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75%

1%

One Mail Server Record: 14% of domains



Email Typosquatting Eco-system
High SMTP support
ÅMillions of typosquattingdomains

Å2/3 of typo domains can receive emails

Infrastructure serving typosquatting
ÅAverage name servers: 4% typosquatting

ÅBad name servers: up to 89% typosquatting

Targeting email protocols
Å41 SMTP typos of Alexa top 10k

Åsmtpgmail.com

Åsmtphotmail.com 
Both privacy protected and typosquatting
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Extrapolation 

Model 
ÅBased on our previous observations

ÅFeatures: Popularity, conspicuousness and keyboard distance

Extrapolate to
Å1211 typosquattingdomains 

ÅTargeting: gmail.com, hotmail.com, outlook.com, comcast.com, verizon.com

Estimate:
Å850,000 emails/year received

One email costs one penny to collect
ÅIdeal for spear phishing or scam campaigns
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In The Shoes of The Victims
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Honey Email with Honey Token
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Honey Email with Honey Account
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Large Scale Test
Tested
Å50,000 typosquattingdomains

Domains accepting our emails

Sensitive targets
Ådisvover.com, bankofamericqa.com,  nuaghtyamerica.com and comcacst.com

Emails read
Å19 based on our logs

Domain registration type Percentaccepted our emails

All 14 %

Public registration 4 %

Private registration 27 %
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Sensitive Information Test

Tested
Å7269 domains
Åpreviously accepted our email

Emails read
Å15 based on our logs

Sensitive information accessed
ÅTax document accessed from Caracas Venezuela
ÅShell account access attempt from Poland
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Summary
ÅUsers sent us emails with sensitive data

ÅTyposquattingŘƻƳŀƛƴǎΩ ǇǊƻŦƛǘŀōƛƭƛǘȅ ŘŜǇŜƴŘǎ ƻƴ
ÅPopularity

ÅConspicuousness

ÅKeyboard distance

ÅTyposquattershave infrastructure in place to collect emails

ÅOne email costs one penny to collect

ÅExploitation of email typosquattingis not confirmed

jszurdi@andrew.cmu.edu

30


